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Trustless by Design. Performant by Engineering.



Abstract

As decentralized finance (DeFi) evolves toward institutional-scale adoption, the industry faces a

fundamental technical contradiction: on-chain transparency and trading performance

cannot be achieved simultaneously. Fully on-chain DEXs are constrained by the throughput of

their underlying public blockchains, resulting in high latency, MEV attacks, and high gas costs.

Centralized exchanges, while highly performant, expose users to unauditable counterparty risk

through opaque asset custody.

AlphaX Protocol introduces an innovative trustless performance architecture that delivers
the following through a decoupled three-layer design:

Sub-millisecond matching latency, with peak throughput exceeding 100,000 TPS.
100% on-chain asset verifiability.
Zero-KYC access, with on-chain behavioral analysis to meet compliance requirements.

Unified multi-chain asset settlement, with native support for four major networks:
Ethereum, Arbitrum, BSC, and Tron.

The contract architecture includes forced withdrawal capability to ensure traceable asset
security.



1. Industry Pain Points and AlphaX Vision

1.1 The Industry Trilemma

The decentralized trading sector has long faced an "impossible trinity": security, performance,
and user experience cannot all be achieved at once.

e Security-first solutions (e.g., fully on-chain AMM/order book DEXs): Assets are fully
verifiable on-chain, but are limited by the TPS bottleneck of the underlying blockchain —
resulting in high latency, expensive gas fees, and vulnerability to MEV sandwich attacks.

* Performance-first solutions (e.g., centralized exchanges): Offer ultra-fast matching, but the
black-box custody model exposes users to systemic risks such as fund misuse and lack of
auditability.

e Compromise solutions (e.g., appchains and ZK-Rollups): These seek a balance between
security and performance, but each faces engineering challenges — including insufficient
cold-start security for new chains, proof generation latency, and limited multi-chain
compatibility.

1.2 AlphaX's Technical Approach

AlphaX has chosen a pragmatic yet innovative path — one that avoids building a new chain or
relying on general-purpose proof systems that are not yet fully mature. Instead, it:

Achieves trust minimization through engineering innovation on existing, battle-tested
blockchain networks.

Core design principles:

1. On-chain full custody — asset security is protected by mature public blockchains such as
Ethereum.

2. Deterministic off-chain matching — trading performance is ensured by dedicated
computing clusters.

3. Cryptographic state commitment — transparency is guaranteed by mathematics.



2. Core Architecture

2.1 Three-Layer Decoupled Architecture

AlphaX's architectural philosophy: "let each layer do what it does best":
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Clear division of responsibilities across layers:

Layer Core responsibilities Trust model

On-chain custody layer Asset custody and Protected by a multi-signature
deposit/withdrawal execution contract (on-chain auditable)

Off-chain trading layer Order matching, position Partial trust (auditable)

management, and risk control

State commitment layer On-chain verifiability of off- Cryptographic assurance
chain states

2.2 Design Decisions and Technical Trade-Offs
Why multi-chain native deployment instead of a custom L1?

 Inherit the security and decentralization of mature networks like Ethereum — no need to
build a validator network from scratch.

e Users don't need to bridge assets to a new network, eliminating bridging risk and migration
friction.

e "Don't move users. Go to the chains users are on." — Deploy independently security-
audited smart contracts on each chain.

Why choose state commitments over ZK proofs?

e State commitments (Merkle root + inclusion proof) can be generated in seconds without
proof-generation latency.

e Compatible with any blockchain, not limited to a single ecosystem.

e Engineering complexity stays manageable, while leaving room to integrate ZK-Coprocessor
in the future.



3. On-Chain Custody Layer

3.1 Multi-Sig Vault Contracts

All user assets are held in DexVault smart contracts, independently audited by BlockSec. The
contracts adopt a UUPS architecture, enabling secure and controlled upgrades. Meanwhile,
withdrawals require joint authorization from multiple independent signers (Multi-Sig),
ensuring that the compromise of any single key will not result in asset loss.

Security audit reports (BlockSec):

e EVM contract audit:blocksec-audit.pdf

e Tron contract audit:blocksec-tron-audit.pdf
Contract system (fully open source):

e DexVault — Core asset vault managing ETH and ERC-20 deposits and withdrawals, with built-
in multi-signature authorization and withdrawal limits.

Source code repositories:
e EVM contracts (Ethereum / Arbitrum / BSC):AlphaX-Protocol-Contract

e Tron contracts:AlphaX-Protocol-Contract-Tron

Deployed on four chains DexVault contract system

. Multi-Sig withdrawals + On-chain withdrawal limits = UUPS upgradeability + KMS key custody +
[




Key security mechanisms:

Mechanism

Multi-sig withdrawals

On-chain withdrawal limits

KMS key custody

Hot and cold wallet segregation

Operator privilege separation

Implementation

Withdrawals require joint
authorization from N-of-M
independent signers

Built-in per-token daily withdrawal
limit enforced at the contract level

Signing keys are encrypted and
stored in a hardware security
module (HSM)

Large assets are held in cold
wallets; hot wallets retain only
what operations require

Withdrawal executors are
separate from signing authorizers
and contract administrators

Protection objective

Eliminates single-key risk

Caps losses even if signatures
are compromised

Keys never appear in plaintext
throughout their lifecycle

Reduces the online attack
surface

Principle of least privilege






